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This guide will give step-by-step instructions on how we can send emails from linux and the
BeagleBone Green. The fellow students in the class found the ability to send emails from our
BeagleBone quite interesting, so we felt we would share it to the class and future students who
take Dr. Brian’s classes!



Setting-up the environment for using mailing
services

Installing and configuring the POSTFIX: It is necessary to download and install postfix in
order for the mail services to work on your debian.

1. Use the following command to install POSTFIX on your debian. [2]
sudo DEBIAN PRIORITY=low apt install postfix
2. Use the following command to configure the settings for your POSTFIX. [2]
sudo dpkg-reconfigure postfix
3. The following tab shows up, wherein you need to choose Intersite Site as your preferred
option, as given in the following picture.

Postfix Configuration
General type of mail configuration:

No configuration

Internet Site

Internet with smarthost
Satellite system
Local only

<0k> <Cancel>
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4. In the subsequent window, fill in the mail address of the local host. For E.g., if you’re
using Gmail write down “gmail.com”.

H > aadpratap@351-Debian: ~ Q = X

IPackage configuration
{ Postfix Configuration |}

he "mail name" is the domain name used to "qualify" ALL_mail
ddresses without a domain name. This includes mail to and from <root>:
lease do not make your machine send out mail from root@example.org
nless root@example.org has told you to.

his name will also be used by other programs. It should be the single,
ully qualified domain name (FQDN).

hus, if a mail address on the local host is foo@example.org, the
orrect value for this option would be example.org.

ystem mail name:

| lgmail. com

<0k> <Cancel>

5. Now, fill in the email you are using to send the mail. For E.g., if you are using
xyz@gmail.com, fill in “xyz@”.

A v aadpratap@351-Debian: ~ Q| = x

Package configuration

1 Postfix Configuration
ail for the 'postmaster', 'root', and other system accounts needs to bej
edirected to the user account of the actual system administrator.

f this value is left empty, such mail will be saved in
var/mail/nobody, which is not recommended.

ail is not delivered to external delivery agents as root.

f you already have a /etc/aliases file and it does not have an entry
or root, then you should add this entry. Leave this blank to not add
ne.

oot and postmaster mail recipient:

reminderssicl _____________________________________________|

<0k> <Cancel>

E—

6. Pass through the following window and click ‘ok’.

M~ aadpratap@351-Debian: ~ Q = X

Package configuration

| Postfix Configuration |
Please give a comma-separated list of domains for which this machine
should consider itself the final destination. If this is a mail domain
gateway, you probably want to include the top-level domain.

Other destinations to accept mail for (blank for none):

351-Debian.localdomain, 351-Debian, localhost.localdomain, , localhostS|

<0k> <Cancel>
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mailto:xyz@gmail.com

7. We did not want to force synchronous updates on the mail queue, therefore select ‘No’.

- aadpratap@351-Debian: ~ Q| = X

Package configuration

{ Postfix Configuration }

If synchronous updates are forced, then mail is processed more slowly.
If not forced, then there is a remote chance of losing some mail if the
system crashes at an inopportune time, and you are not using a journaled
filesystem (such as ext3).

Force synchronous updates on mail queue?

<Yes>

8. Click ‘Ok’ for the following window and pass through.

H - aadpratap@351-Debian: ~ Q = X

Package configuration

1 Postfix Configuration
Please specify the network blocks for which this host should relay mail.
The default is just the local host, which is needed by some mail user
agents. The default includes local host for both IPv4 and IPv6. If just
connecting via one IP version, the unused value(s) may be removed.

If this host is a smarthost for a block of machines, you need to specify
the netblocks here, or mail will be rejected rather than relayed.

To use the postfix default (which is based on the connected subnets),
leave this blank.

Local networks:

127.0.0.0/8 [::ffff:127.0.0.0]/104 [::

<0k> <Cancel>

9. We do not want to have a limit on the mailbox therefore we select ‘0’ size limit.

A - aadpratap@351-Debian: ~ Q || = X

Package configuration

{ Postfix Configuration }
Please specify the limit that Postfix should place on mailbox files to
prevent runaway software errors. A value of zero (0) means no limit. The
upstream default is 51200000.

Mailbox size limit (bytes):

<0k> <Cancel>
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10. There is no need for an extension so we pass by the following window as well and select
‘Ok’.

M v aadpratap@351-Debian: ~ Q| = X

Package configuration

{ Postfix Configuration }
Please choose the character that will be used to define a local address
extension.

To not use address extensions, leave the string blank

Local address extension character:

<0k> <Cancel>

11. Use ‘all’ internet protocols and select ‘Ok’.

A v aadpratap@351-Debian: ~ Q = X

Package configuration
{ Postfix Configuration

By default, whichever Internet protocols are enabled on the system at

installation time will be used. You may override this default with any
of the following:

all : use both IPv4 and IPv6 addresses;
ipv6: listen only on IPv6 addresses;
ipv4: listen only on IPv4 addresses.
Internet protocols to use:

ipv6
ipv4

<0k> <Cancel>

1.SENDING EMAILS WITH GMAIL USING LINUX,
BEAGLEBONE GREEN, AND MSMTP

1.1 Installing required packages for msmtp:
[1] On the host,
(host) $ sudo apt-get install msmtp msmtp-mta
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1.2 Creating an app password in Google for msmtp
[1] For the email account, you want to be sending emails from, you will have to create an email
password and for that:

e (o to https://myaccount.google.com/ and login to the gmail account.

e Select Security from the side menu and turn 2-Step Verification ON.

Google Account Q

@ Home Security
[E3 rersonaiinto Settings and recommendations to help you keep your account secure

Critical security issues found

Protect your account now by resolving these issues
&, People and sharing

B3 Payments and subscriptions

Signing in to Google

AT

Password Last changed 9 Apr >

2-Step Verification @ on I >

App passwords 1 password >

A

e After that, click on App Passwords

Google Account Q

© tHome Security
[ES rersonalinfo Settings and recommendations to help you keep your account secure
C® Data & personalisation
Critical security issues found
B security

De

Protect your account now by resolving these issues
Pecple and sharing

Payments and subscriptions

m

Take action

Signing in to Google

T

Password Last changed 9 Apr >

2-Step Verification @ on >

| App passwords 1 password > l
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https://myaccount.google.com/

e Next up, select Other (Custom Name)

< App passwords

App passwords let you sign in to your Google Account from apps on devices that don't support 2-Step
Verification. You'll only need to enter it once so you don't need to remember it. Learn more

Your app passwords

Name Created Last used
Postfix 4Jul 4 Jul [}
Select the app and device for which you want to generate the app password.

Select app Select device

Mail

GENERATE

Calendar

Contacts

YouTube

( Other (Cusfom name) j

e Fill in the name as msmtp (for example)

< App passwords

App passwords let you sign in to your Google Account from apps on devices that don't support 2-Step
Verification. You'll only need to enter it once so you don't need to remember it. Learn more

Your app passwords
Name Created Last used

Postfix 4 Jul 4 Jul

Select the app and device for which you want to generate the app password.

msmitp| 1. X 2.

GENERATE
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e Get the password for msmtp configuration file and copy it to notepad or another
temporary location as you will need it further and once you click DONE, you

may not see the password again.

Generated app password

Email

securesally@gmail.com

Password

1.3 Creating a Configuration File

Here is the password you need for theg
msmtp configuration file

Your app password for your device

How to use it

Go to the settings for your Google Account in
the application or device you are trying to set
up. Replace your password with the 16-
character password shown above.

Just like your normal password, this app
password grants complete access to your
Google Account. You won't need to remember
it, so don't write it down or share it with
anyone.

[1] Now, go back on your host and create a configuration file using:

(host) $ sudo nano /etc/msmtpre
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1.4 Configure msmtprec file

[1] Change the username@gmail.com to the email you used to create an app password in
Google. And the username has to be changed as well. For example, if you used
john.doe@gmail.com, change the username to john.doe.

Also, change the password to the Google App Password you copied earlier.

defaults

auth on

tls on

tls_trust_file /etc/ssl/certs/ca-certificates.crt
logfile ~/.msmtp.log

account gmail

host smtp.gmail.com

port 587

from john.doe@gmail.com

user john.doe

password fkelpwkdymcwslwo
account default : gmail

1.5 Testing the email configuration
(host) $ echo "Message" | mail -s ""Title" youremailaddress@gmail.com
[1] After this, you should have received an email from the configured account.

1.6 Troubleshooting:
e Ifyou tried using the same email on 2 or more devices, it is likely to not send emails and
give errors. An email just works on 1 device perfectly fine.
e Make sure the PostFig Configuration is done before you try to send emails.

If you plan to send emails through your target (BeagleBone Green) ,follow the same steps
given above except for creating the App Password as you can use the same email and
password on the host and the target.
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For a C program to send the emails, you can use the code provided below:

#include <stdio.h>
#include <stdlib.h>
#include <fentl.h>
#include <time.h>
#include <string.h>
#include <math.h>
#include <stdbool.h>
#include <pthread.h>
#include <unistd.h>
#include <ctype.h>

void runCommand(char *command){
FILE *pipe = popen(command, "t");
char buffer[1024];
while (!feof(pipe) && !ferror(pipe)){
if (fgets(buffer, sizeof(buffer), pipe) == NULL)
break;
h
int exitCode = WEXITSTATUS(pclose(pipe));
if (exitCode != 0){
perror("Unable to execute command:")
printf(" command: %s\n", command);
printf(" exit code: %d\n", exitCode);
H
h

e Later, to call the above function for email, use the command:
runCommand("echo \"Message" | mail -s "Title" youremailaddress@gmail.com");

REFERENCE:
1. How to install msmtp to Debian 10 for sendmg emails with gmall

with-gmail/

2. How To Install and Configure Poszfx on Ubuntu 20.04,

n-ubuntu-20-04
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